Dear Valued Customer,

Please be informed that that there is a new scam variant, as informed by the Singapore Police
Force.

1/ The scammers would post fake advertisements or phishing web links on search sites.

Scam advertisements

Fake telephone numbers are provided in such advertisements where the victims may
unsuspectingly make contact, believing them to be genuine. The lines will be serviced by
scammers will impersonating staff of the purported financial institutions to convince
victims into performing fund transfer to the fraudster’s account.

Phishing web links

By clicking on these links, victims will be led to phishing websites and divulge their online
financial services credentials, setting the stage for fraudulent activities.

2/ To prevent losses, please take note of the following precautionary measures

(a) Pay attention to the link of the sites even if the headline is relevant to the sites you
searched. Such as highly similar characters (such as number 0 and letter O, number 6 and
letter b, etc.) or are letters that are spelled wrongly

(b) Pay attention to any link you received and verify if it is related to you before
proceeding

(c) Do not give your personal financial services credentials without verifying

If you encountered any related issues, please contact our Bank’s Head of Operations Hotline
immediately at (65)6771-5111 ext:333

Yours faithfully,
Shanghai Commercial & Savings Bank, Ltd.

Singapore Branch
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